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Introduction

With the MCS LoRa-2-BMS Gateway you have an all-in-one Gateway to connect your
building management system with wireless LoRa sensors via BACnet IP. The LoRa-2-BMS

Gateway is in fact a combination of various techniques in one gateway

e LoRa Base station with internal LoRaWan server so that you can set up a
Private LoRa network. So you do not need a public LoRa or external LoRaWan
server and therefore you do not have these monthly costs.

e Payload conversion of the LoRa sensors is done by the gateway; no external
payload conversion server is therefore needed. This also avoids costs.

e Bacnet IP protocol and other protocols (such as Modbus, MBus, P1) are
integrated and used to communicate with your building management system.
e MQTT or other protocols communicate with your application server.

¢ Optionally, we can provide a Secure VPN so you can remote access the Gateway
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1. Step 1: Connecting LoRa-2-BMS to the internet

This is the first step in setting up your LoRa-2-BMS. Please follow the instructions
below carefully.

1. Connect the LoRa-2-BMS to your computer via ethernet cable.
Make sure to use the LAN ethernet port to connect the LoRa-2-BMS to your
computer.

2. Connect the LoRa-2-BMS to the internet using an ethernet cable.
Make sure to use the WAN ethernet port on the LoRa-2-BMS.

In case you want to connect the LoRa-2-BMS to the internet using the Mobile network
(i.e. 4G/LTE,...), you can skip this step.

3. Power on the LoRa-2-BMS by plugging in the power supply.

Please note! It takes about 3minutes to perform a cold boot!

4. Open your web browser and browse to 192.168.1.1.
5. Log in using "Admin123!” as default username and “admin” as default password.

It is highly recommended to change the username and password! This can be done in the
"System" tab in the "Username & Password" section.

6. Next, click on the "Summary” page to check if the LoRa-2-BMS is connected to
the internet. In the example below, the LoRa-2-BMS is connected via the WAN
Ethernet connection.
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C IOUdGa re Connecting THINGS to the cloud @Logot QPTION

# Main Menu ~ Summary Interfaces ~ Firewall Connection Persistence Provisioning System VPN

Connection status > Warning: You have not changed the default administration user password. We strongly recommend that the administration user

password not be left in its default setting on deployed gateways. Change now

Settings >
LAN interfaces > s u m m a ry
VPN Tunnels > . . X
On this page you can view a summary of the settings of the gateway
System Information >
Licenses >

Connection status

Connection status

Connected

You are connected to the Internet through the interface Main Ethernet - WAN

Settings

Internet connection No

enabled
Connection strategy Manual Priority-based
# Interface Connection status P Move up/down
1 Main Ethernet - WAN Connected 192.168.1.202 +
2 LTE Connection )

Cancel

7. In case you are connecting the LoRa-2-BMS to the internet using the Mobile
Network, please proceed to the "Interfaces" tab and click on "LTE Connection".

8. Enter the APN of your Mobile Network Operator in the designated field, together
with the preferred authentication method.
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9. Make sure to press the "Save changes" button after completion.

10. Click on the "Summary” page to check if the LoRa-2-BMS is connected to the
internet. In the example below, the LoRa-2-BMS is connected via the LTE

connection.
Settings
Internet connection Yes No
enabled
Connection strategy Manual
E Interface Connection status IP Move up/down
1 LTE Connection Connected 3762402

Cancel

Please note! If your computer is connected to the LAN port of the LoRa-2-BMS, it will get
internet access through this interface. In case the LoRa-2-BMS is connected over the
Mobile Network (4G/LTE) any data your computer generates will go over this Mobile
connection!
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2. Step 2: Configuring the Sensor Input

This is the second step in setting up your LoRa-2-BMS.

The Wizzard application is configured by MCS, and can be found under “Main menu”.

# Main Menu ~ Summary Interfac
LuvitRED

SNMP >
SRAS Firewall >
SRAS System

«—LoRa ’
—Modbus
—Bacnet device

—MQTT ’
Swivauus Taye >

—Wizzard

The LoRa-2-BMS Wizzard can be used to connect sensors and devices of different
interfaces and/or protocols. The list below gives an overview of the currently supported
Input interfaces and/or protocols:

Input

Name Version Enabled Configuration
RS232 0.0.1 (2020-03-23) Yes m

Modbus 0.12.0 (2021-02-03) Yes m

LoRa 0.12.4 (2021-03-05) Yes m

MBus 0.7.4 (2021-02-11) Yes “

GPIO 0.0.1 (2020-03-23) Yes m

Bacnet 0.6.2 (2021-03-03) Yes “
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For the first step we define LoRa as Input in the Wizzard application:

# Main Menu ~ Summary Interfaces ~ Firewall Connection Persistence Provisioning System VPN
e e 400 |

Bacnet device

LoRa >

MQTT

SNMP ’ Input

SRAS Firewall by

TUAS System ; s Name Version Enapleu

¥

Wizzard
LoRa 0.16.0 (2021-06-25) No
GPIC-in 0.1.0 (2021-04-23) Yes, -
Modbus 0.12.1 (2021-06-10) Yes No
MBus 0.7.5 (2021-04-13) Yes No
Bacnet 0.7.0 (2021-07-06) Yes “
P1 0.2.0 (2021-07-05) Yes No
RS232 0.0.1 (2020-03-23) Yes No

When we click enable "YES" a LoRa configuration button appears.
When adding LoRa Sensors, we can choose from an extensive library of embedded

payload decoders.

LoRa setup
LoRa setup >
devices Boardiype  CG2123
Region | EU v
ata uplo >
Clear configuration
og >
Clear logs X Clear logs
OTA devices
Gvice lype Elsys v
Model ERS CO2 -

DevEUI | uuuuuuuuud000000
AppKey  [12312312312312312312123232123212

cuss [l ¢

Now the device is registered in our OTA devices list.
After the join we can see the details of the device by clicking on the search icon.
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OTA devices
# Device type = Model * DevEUI o Enabled * My Device ID */ Joined =
lora-ota-
a| o (ERS CO2| ABTTSBFFFED AB1758FFFED,  true
62071 62071

+ |Fi|ter.. | |Fi15'. | |: ter. | |: ter.. | |Ft-3'. | |F—te

Records 1-1 out of 1

It is important that enabled is set to YES, and that you fill in Custom properties, e.g. with
bacnet.id=123

OTA devices
Device type E v

Modei ER 02 v

DevEUI

AppKey
Class @ C

Description @ _|ASMI58FFFE062071
Enabld N

My Derica it s aisfA3 1758FFFE062071

Custom properties (> bacnet id=123

Joined
FCnt (up/down) 585769
NetiD

#Stdobj 3/6

By scrolling down we come across the available objects that come from the payload of

the LoRa device.
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Objects (standard) # Object + Enabled * My ObjectID  * Value * Unit .

Q  co2 v co2 454 ppm

Q. husidity e humidity 57 %

Q  light = light 205 Lux

Q  motion = motion 2

Q  temperature v temperature 237 °C

Q vdd = vdd 3592 mV/

Filter... | [Fiter... | [Fitter.. | [Fittr... | [Fiter...

Records 1-6 out of 6

By clicking on the object (search icon) we can enable the object as output object.

After clicking YES you can save the settings.

Objects (standard) Object co2

Enabled No

My Object ID @ FC02

Value 419
Unit ppm

Time 2021-07-15 15:58:26

The last step is to enable the Data upload and press save.
OTA devices >

Commands >

Data upload >
Log > Enable | lo

Data upload

Quickguide LoRa-2-BMS 1.0.1
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For each input interface/protocol, there is a guide that can be followed. Click on each of

the links below to go to the corresponding tutorial.

Input RS-232: https://support.option.com/support/solutions/articles/36000275059
Input Modbus: https://support.option.com/support/solutions/articles/36000275073

Input LoRa: https://support.option.com/support/solutions/articles/36000274542
Input Mbus: https://support.option.com/support/solutions/articles/36000275065
Input GPIO: https://support.option.com/support/solutions/articles/36000275061

Quickguide LoRa-2-BMS 1.0.1
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3. Step 3: Configuring the Cloud Output

The LoRa-2-BMS Wizzard can be used to connect the CloudGate to the major Cloud
Platform providers through a range of protocols. The list below gives an overview of the
currently supported Output protocols:

Output
Name Version Enabled Configuration
Bacnet device 0.3.0 (2021-08-24) No —Bacnet device
MQTT 0.9.0 (2021-04-13) No —MQTT
Azure 10T Hub 0.0.4 (2021-09-06) Yes No
AmazonAWS-MQTT 0.0.6 (2021-04-13) Yes No
Opinum 0.9.0 (2021-06-25) Yes No
Modbus slave 0.1.1 (2021-08-23) No —Modbus slave

For each cloud output protocol, there is a guide that can be followed. Click on each of the
links below to go to the corresponding tutorial.

Output MQTT : https://support.option.com/support/solutions/articles/36000274543
Output Azure: https://support.option.com/support/solutions/articles/36000274545
Output AWS: https://support.option.com/support/solutions/articles/36000286790
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4. Step 4: Configuring Output to the BMS

4.1 BACnet
For the first step we define BACnet as Output in the Wizzard application:

Output

Name Version Enabled Configuration
Azure loT Hub 0.0.3 (2021-04-13) Yes No

AmazonAWS-MQTT 0.0.6 (2021-04-13) Yes No

MQTT 0.9.0 (2021-04-13) Yes “

Opinum 0.9.0 (2021-06-25) Yes No

Bacnet device 0.2.1 (2021-03-05) No Bacnet device

When we click on enable "YES" a BACnet device configuration button appears. Clicking on
this button takes you to the BACnet settings page.

Then on this page enable the settings and click save. Don't forget to set, or discover the
Device ID into your BMS environment.

Bacnet settings

Device ID () 559517

Name [CG ‘

Description | Description ‘

Location | Location ‘

Lan Net ID 0

Enabled No
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When we scroll down we get to the BACnet objects. Here we see the predefined LoRa
objects converted to BACnet objects. The objects are now ready to be called by the BMS.

' oevees
CloudGare e “wsst OPTION  [*XiEome T e e o s
8 065817 SESIT ANAD. kmeta S8 BU% oK
A WMo s Sunma tartcas + E ecton Persish Provilon dam VPN BT WD bk & i
 sath Bacnet objects
Bacwd cbjects >

1
) |
¢ Source + Name * Objecttype  * Instanca * Value o 1
|
|
[—
aba 08 1
a b ApTIseFFEDGITI- ALOC Yy, “ i
humidty ]
a8 1
ora ot e !
a s ApTTSOFFFEDGITY. AALOOIY 1o 21 |
temrperane 04 {
ioraota- N 1
;. |
a| ka asrserrrEoony. NALOGNY g 49 |
ca2 02 1
1
f |
- [ ; { | Ak Tt
P e = 7 e = Bkl BAONET_APPLCATION_TAG_BIT_STRING
Records S out o8 0000 0600 1200 1800 200

Log UnomdimedSemorRearnt

) « Time  Text . | serdng SeastecovReaen
Servim ik

4.2 Modbus slave

For the first step we define Modbus as Output in the Wizzard application:

Output
Name Version Enabled Configuration
Bacnet device 0.3.0 (2021-08-24) No —Bacnet device
MQTT 0.9.0 (2021-04-13) No —MQTT
Azure loT Hub 0.0.4 (2021-09-06) Yes No
AmazonAWS-MQTT 0.0.6 (2021-04-13) Yes No
Opinum 0.9.0 (2021-06-25) Yes No
Modbus slave 0.1.1 (2021-08-23) No —NModbus slave

13
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Second step is to set the port on 502 for modbus slave communication.

Modbus slave

Settings

Default configuration % Default configuration

Modbus settings

Pon 502 ] :

After doing this last step, we can now see the registers appearing in our objects.

- . - . . Length - -
- Source Device Object Reg type Address (Registers) Value
lora-ota-
Q lora AB1758FFFE0 TEMP_ELSYS holding 0 2 232
482A2
lora-ota-
Q Jora AB1758FFFEO0  humidity holding 2 1 46
482A2

(o e = | e Y

Records 1-2 out of 2

The registers are 03 registers” (read holding registers)16 bits.

14
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5. Secure Remote Acces Service (SRAS)

Step 1: Configure your CloudGate Gateway (Optional services)

1. Register your CloudGate Gateway to the 5AVPN server via your MCS Point of

Contact or you can sen dan E-mail to verkoop@mcs-nl.com. You get an invitation to create an account
on the 5AVPN portal.

2. Ensure your CloudGate Gateway has a recent firmware version installed. (available

for download on CloudGate Universe (www.cloudgateuniverse.com/)

3. Ensure your CloudGate Gateway has ‘SRAS — Secure Remote Access Service’

application installed. The SRAS comes manditory (www.cloudgateuniverse.com/)

4. Enter the personal device identifier (obtained via verkoop@mcs-nl.com) on

the CloudGate Gateway webGUI

Go to the WebGUI -> plugin -> SRAS system and enter the device identifier.

# Main Menu ~ Summary Interfaces ~ Firewal Connection Persistence Provisioning System VPN

LuvitRED

SHMP ’ SRAS VPN Connected
SRAS Firewall >

SRAS System
e

+—Modbus

Ready to communicate over SRAS VPN.

—Bacnet device

—MQTT

—Modbus slave

Wizzard Device parameters

Serial number

Device identifier = 625756f6-3649-46da-beae-041174fa3cle

LoRa-2-BMS WebGUI

5A Devices  Management [EZENERUILE b.meuldijk@mcs-nl.com =

Provisioning

Licenses

10 v |ltems per page; Records 1-3 outof 3

Activate license

License key

Cancel

S5AVPN portal
15
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Step 2: Intalling your client side.

After we have entered the license key in the LoRa-2-BMS gateway, and also in the provisioning tab of

the 5AVPN platform, we see that the LoRa-2-BMS gateway is online.

5,"\ Devices Management Provisioning b.meuldijk@mcs-nl.com ~

Group > Name ~ SNR + VPN Server & switch Status ~

mcs Lab Testing Bob KW4AL76794 vpn2.5abox.com/mcs ¥

The LoRa-2-BMS gateway is now registered into a virtual switch.
To make a connection to this virtual switch, you can click on the “click here for instructions” button on

the device page. Here you must download the user client file and follow the instruction.

Lab Testing Bob (KW4AL76794)

SNR KW4AL76794

Status Reachable since 16/11 10:35

Name  Lab Testing Bob

Description

VPN Disatiea

e 192.168.84.185

URL hetp /fKWAALTE794. mes vpn

.ou need to establish a VB munnel to the server vpn2.5abox.com. virtual switch mcs for the IP or URL to work.
Click here for instructions

Totennast" s virtual switch:

For windows 7, 8, 8.1 and 10:
« Download the following file and save it: mes.pbk
« Double-click on the file
« Click on ‘properties’
* Inthe security tab click on advanced settings and enter the shared secret 'vpn' and click the 'OK’ button
s Now click the ‘connect’ button
+ Your login is a combination of the username and the virtual switch: b.meuldijk@mes-nl.com@mcs
« Fill out your password and dlick the 'connect’ button

For MAC OS
+ Download the following instructions

For 105
+ Download the following instructions

For Android
» Download the following instructions

Port forwarding €
Mo port forwarding rules are configured. You can configure them via the CloudGate's web interface (the URL above)

16
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Step 3: Connecting tot he LoRa-2-BMS gateway

After installing the client on your computer we can now make the connection to the virtual switch.
By starting the client and login in with your credentials we have built the connection to the virtual

switch.

[ w K¢ Netwerkverbindingen - 5A VPN - mcs.pbk

5A VPN - mcs Selecteer een netwerkverbinding:
5A VPN Connection: mcs

Gebruikersnaam: |b.meuidik @mcs-nl.com@mes ‘

Wachtwoord:  |eeeeseees ]

[/] Deze gebruikersnaam en dit wachtwoord opslaan voor:
(®) Alleen mijzelf

G ledereen die deze computer gebruikt

jVab&\dr\g maken | Annuleren Eigenschappen Help

Verbinding maken met 5A VPN Connection: mcs...

;. Poort geopend.
5
¢
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When we go back to the 5AVPN portal we can now see that we are connected to the virtual switch.

Lab Testing Bob (KW4AL76794)

SNR  KW4AL76794

Status  Reachable since 16/11 10:55

Name  Lab Testing Bob

Description

# Edit

ven [ oo

IPO® 19216884185

URL _ hoagd PSSR vEn

You are connected to this virtual switch

Port forwarding 6
No port forwarding rules are configured. You can configure them via the CloudGate's web interface (the URL above}

By clicking on the URL, or going to the IP address we come into the login screen of the LoRa-2-BMS

gateway and have made our connection.

VPN 3301+ Disabled

12 i) 192.168.84.185

URL httpKWAALTETI4. mesvpn

gd | 192.16884.185

Please login

Password

18
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Do you need further assistance? Please contact helpdesk@mcs-nl.com or go to:

https://support.option.com/support/solutions/articles/36000266198-cloudwizzard-getting-started-
guide

Quickguide LoRa-2-BMS 1.0.1
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